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Biographical Information

Jibran llyas is a Senior Forensic Investigator at Trustwave's SpiderLabs, the advanced
security team within Trustwave focused on Forensics, Ethical Hacking, and Application
Security testing for premier clients. He has investigated some of nation’s largest data
breaches and is a regular contributor for Visa's published security alerts through his
whitepapers. In his past roles, he has been involved in Intrusion Detection Systems and
Firewall deployments for Fortune 500 companies. His research interests include reverse
engineering and anti-forensics. He is currently a member of MSIT Class of 2009.

Synopsis

The hacking culture has seen a significant shift in the last few years. Hackers who once
compromised systems for vandalism and glory are now hacking for profit. This talk will
cover the latest (successful) hacking techniques that hackers are using to steal credit cards
from systems be it a Point of Sale Terminal or a “secure” E-Commerce Webserver. The
presentation will also offer guidance on how to protect against the current and future threats
for your organizations.



